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OTO HeOOoJbII0e NPUI0KEeHNEe MOXKHO HCII0Ib30BaTh IJIS OTCIEXKNBAHUSA OHJIAMH-aKTUBHOCTH Balllux geTeu. C ero
TIOMOIIBIO BBl MOXKETE PETHCTPUPOBATh HaxKaTHUS KJIaBUII, IIETYKH MBIIIM, MTHOBEHHBIE COOOIIIEHNS],
IOCeIlleHHbIe BeO-CTpaHuIlbl, n300pakKeHusI, MOJIyYeHHBIEe C BeO-Kameprl, 1 MHOToe apyroe! PC Agent npepnmaraet
HaCTPaKWBaeMBbIM IOJIb30BATEILCKUY HHTEP(ENC, KOTOPHIK II03BOJISET BaM BEHIOMPATh 3JIEMEHTH I 3anucu. I1pu
’KeJTaHHUM BB TaKXKe MOXKEeTe BKIIIOYHUTh IIOJTHOTEKCTOBBIM MOMCK. MBI MCIIONIb3yeM (auikl cookie, 4TOOBI
YIVYIIUTE Balll OIIBIT Ha HAllleM BeO-cauTe U JaTh BaM BO3MOXKHOCTh 3apPEeruCTPUPOBAThCS, KOTOa 3TO
HeoOxogumo. IIpogoizKas UCIIOIb30BaTh 3TOT BE0-CAlT, BH COTJIAlllaeTeCh Ha MCIIOIb30BaHUE 3THUX (DauIIoB
cookie. IIOIIOJTHUTENbHYIO MHMOPMAIINIO MOXKHO HAUTHU B Hallleu [IoMuTHKe KOHPUOEHIIMAaIbHOCTH, a TAKXe B
Halnen IlonuTuKe uConb30BaHusa PainoB cookie. Tabmumna pexumoB AEAD B TLS.
—=============================== PeXXUMHI 0510uHOoro mudpoBanusa AEAD B TLS BKiI04aioT
crnenywoiee: * **ChaCha20-poly1305**: mmdp AEAD co BCTPOEHHEIM KOIOM IIPOBEPKHU MOAJIUHHOCTH COOOIIEHNS
(MAC). Ha Ya4a20. ITockonbky ChaCha20 sgBnsieTcsa mudpoM cemeiictBa AES, oH o0ecriedynBaeT OCHOBY [
pexxumMoB mm@poBanusa AEAD. CyeTtuuk, ucnonb3yeMuii B ChaCha20, HecTaHmapTeH 1 0OBIYHO IIPEACTaBIISET
co00i 32-OMTHHIM CYETYMK, YTO JeJIaeT ero pa3Mep He 3aBUCUT OT pa3Mepa Kiwoda. ¥ ¥*AES-GCM**: mmdp AEAD
C peXrMOM CUeTurKa ['anya, KOTOPLIX peanul3yeT omnepaluu moiad cuetyuka B I1ose ['anya. Ilone 'anmya — 310
crienuanbHoe noje GF(27n), oisg KOTOPOro CI0XeHNe U YMHOXEHMNE 3JIEMEHTHI ABISI0TCSI OMHOU M TOM K€
omepallren, a TakXkKe 9JIeMEeHTOM, KOTOPHIM SIBISIEeTCS 00paTHEIM caMoMy cebOe. Omepaliuu C IIOJIeM CYeTUYHKaA
[I03BOJIAIOT BBIIOJIHATE 3 (PEKTUBHYIO MOOVJILHYIO aPU(PMETUKY CO CYUETUUKOM. ITOT CYETUYHUK UMEET TOT XK€
pa3Mep, YTO M K04 MIA(GPOBAHNUS U ayTeHTU(MUKAINY; TO eCTh 32 Oauta. * ¥*AES-CCM**: mmdp AEAD c
PEXXKKMMOM IIeII0YKY OJI0KOB IM(PPOBaHUS, PeaInu3yIOIIUM II0JIe CYeTYrKa. onepaluu B moje ['anya. *
*Camellia**: mmdp AEAD c ayrenTudukaien Ha ocHoBe Camellia. Camellia — 3T0 MOTOYHEBIN IIUPP. OBICTPO,
HO MOXKET He NMOoaXoauTh OJid Bcex 1eneun. * **ChaCha20-Poly1305**: mmdpp AEAD ¢ ayTeHTUPUIIMPOBAHHEIM
KogoM ayTeHTU(PHKanuu coobmenus (MAC), noctpoenssi Ha Ya49a20.ChaCha20 — sto mmdp cemeiictBa AES,
o0ecneunBaIIui 0CHOBY Oy pexumoB mudposanus AEAD. ITockonsky ChaCha20 siBnsetcs mudpoM
ceMmenicTtBa AES, oH o0ecriedrBaeT OCHOBY AJid pexkuMOB mudpoBanus AEAD.
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Bri, HaBepHOE, CHBIIIAIN 00 3TOM MaJIeHbKOM IMMPOrpaMMKe... ITO JIVUIINK KeUJIOrTep B CBOeM pofe. [Ipumeyanus
10 yCcTaHOBKe: 1. PasapxuBupyute (para BO BDEMEHHBIM KaTaaor. EC/iu BBl XOTUTE yOaJIUTh NPOOHYIO BEPCUIO
1032Ke, 003aTeNIbHO CHavyasla yoanuTe npoOHe daui. 2. B Notepad.exe oTKpouTe nogmepkuBaeMbin haui.txt u
M3MEHUTE IYTh K KaTaJIOTy YCTAHOBKM Ha Pa3apXMBUPOBAHHYIO MAMKYy, B KOTOPYIO Bl YCTAHOBUJIMA IPOrpaMMmy. 3.
HakoHels, mepe3arpy3ute KOMIIbIOTEP. EC/IX BBl XOTUTE YOAJIUTE €r0, IIPOCTO OTKPOUTE UHCTPYMEHT M3 MEHIO
«ITyck» > «Bce nporpaMmMmei» > «AreHT [IK» > «Yganute aredt [IK». 1) besomacen nu PC Agent g1 nu4HOro
VICIIO/Ib30BaHuA? [la, 3TO IYyYIINN KEUJIOTTEDP B CBOEM Pofe, 1 OH Oe3onaceH. OH He 3alMChIBAET HUKAKOT O
TEKCTOBOI'0 COOEPKUMOI0, €CJIM BH CIIEIIMAJIBHO HE Pa3pelinTe eMy 3T0 genath. OH gaxe OTKIIIYaeTCda IIPU
YCTaHOBKE Ha I1eJIeBOM KOMIBIOTEP. 2) 3aKoHeH nu areHT g IIK? [a, 3to 100% 3akoHHO. 3) Mory jiu 4
ncronab30BaTh PC Agent Ha HECKOIBKUX KOMIIBIOTEPax? [a, HO 4TOOR YIIPOCTUTH Pa3fieIeHIe
3apPETruCTPUPOBAHHLIX COOBITHH, BBl MOXKeETe MO0 co30aTh (ParIbl XKypHaia O KaXa0ro OTAEeJIbHOTO
KOMIIBIOTEPA M 3arpy3uTh ux Ha FTP-y3en, nu0o npocTo co3maTh 0OIIYIO IIAKYy, AOCTYII K KOTOPOK UMEIOT BCE
KOMITBIOTEPHI B CeTH, U 3arpy3uTh ux. 4) IlogmepxuBaet nmu PC Agent cumBosibel Unicode? [la, 3T0 Tak. 5) Bemet
nu PC Agent XypHan MOUX HaxaTuu KilaBuil? [la, 3To Tak. 6) Kakue TUIBEI (DarjioB MOXKET OTCIIeXXUBaTh PC
Agent? PC Agent 1mo3BoJisgeT 0TCIeXHUBaTh U PETUCTPUPOBAThL BCe TUIMHI (panIoB. KaxXObli pa3, Korga ¢daui
MOOUPUIIUPYETCS (UM K HEMY OCVILECTBIISAETCS OOCTYII), OH PETUCTPUPYETCSA. ITO BKIIIOYaeT: * Oaukbl peecTpa
e CucteMHEbIe (hauibl * BpemMeHHEIEe (hauibl * 3arpyKeHHule ¢pauibl /) Kak s MOI'y OrpaHAYUTh OJIMHY (Paiiia
J)KypHasa? Bl MOXeTe OrpaHMYKTh AJINHY XKyPHasa, HacTpous ero. [TogpoOHee cM. B pa3gene «Co3maHue
KOPOTKUX coobmenui». 8) Moxet nmu PC Agent 3anucheBaTh (hailibl Ha ChbeMHBIe HOCUTENN? [la, 3TO MOXKHO
COesaTh, ¥ 3TO JIeTKO. LOIIOJIHUTEIbHBIE CBEIEHUS CM. B pa3meiie «2KypHanupoBaHHe ChbEMHEIX TUCKOB». 9) Mory
M g ucnoib3o0BaTh PC Agent Ha CBOUX IEePCOHAIBHLIX KOMIbIOTEPax? [la, BBl MOXeTe uCnoiab30BaTh PC Agent B
110001 MCIIOJIb3YEMOM BaMU CUCTEMeE, MaXKe eCJIM Bbl MCIIOJIb3YEeTe €ro Ha CBOeM COOCTBEHHOM KoMmbioTepe. 10)
Kak pabotaet PC Agent? PC Agent 3anuchiBaeT BCe HaxKaTHs KJIABUII U IIeJTYKU MBIIIBI0, KOTOPHIE
[I0JIb30BATEJIb BEIIIOJIHAET IIPKU UCIIOJIb30BaHUM IIporpaMMel. Kaxnei 1eaed4ebcO
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Brl cMOTpHTE Ha Ype3BHIYaHO HaeKHBIM ¥ HagexKHEIN Keunorrep. PC Agent MmoxeT cobupaTs HHGOPMAIIHUIO O
HaXXaTHUIX KiaBul, mendykax Meimu, URL-agpecax, cogepkuMoM Oydepa oOMeHa, OTKPHITHIX (paiiaax, 4yaTax,
CHHMMKAaX 95KpaHa ¥ MHOTOM IpPyroM B ogHOM ynoOHoM makeTe. PC Agent Keylogger 3anuceiBaeTt nmaposu, mapoiu,
Balll HOMeP Tejle(poHa, HOMepa KPeIUuTHHIX KapT U IIapoJid B pexXuMe peabHOro Bpemenu. PC Agent — 3To
MOIITHBIM ¥ MHTEJIJIEKTYaJIbHBIM KEUJIOITeP, KOTOPHIKM 00ecneyuT Balry 0e30IacHOCTR. IIporpaMMHoOe
o0ecneuenne PC Agent gaeT BaM BO3MOXKHOCTh 3allMChIBATh HaKaTHs KJIaBUIII, ITIaPOJIM U IIHCATh TEKCT Ha
3KpaHe. Bul TakKe MOXKeTe IepeHalpaBuTh BCe e TYKKA MBIIIN M HaXKaTUsd KJIaBUII IIPAMO Ha Bac, BKJIIOYas BCE
e TYKHA MBI ¥ TEKYIIHUY BREIOEJIEHHBIM TEKCT, cogepxkumoe Oydepa oomena, URL-ampec 1 gaxke Ballly IIOJTHEIE
Pa3roBOPEI. ITO IPOrpaMMHOe 00ecIieyeHre TaKXKe MOXKET 3allMChIBAaTh Balll 3KPaH U JaxKe [ejlaTh CKPUHIIOTH B
m000e Bpems. PC Agent MoXKeT 3allMCHIBATh BCE BHIIIEIIEPEYNCIIEHHBIE MeHCTBU. 1. YCTaHOBUTE IPOrPaMMHOE
obecneyenue PC Agent Ha cBOM KOMOBIOTED U 00ecnedybTe emMy paboTaloliee MOOKII0YeHe K UHTepHETY.
[ToMHUTE, YTO OJIs 3arpy3KHu nocnemaux o0HoBineHun PC Agent moTpeOyeTcs nogkiodeHne K UHTepHeTY. 2.
Y6emuTech, 4TO BRIOPAaHHLIM BaMU Be0-Opay3ep OTKPHIT, a npunoxkenue PC Agent paboTtaeT B POHOBOM peKUME.
3. Tenmeps, 4TOOBI Ha4YaTh npoiiecc 3anucu, PC Agent 0OTKpOeT KPoIIeyHOe OKHO Ha BaIlleM 3KpaHe. Bam OymeT
IPEeIOKEHO KPaTKO HaOIogaTh 3a 9KPpaHOM Balllero KOMIbIOTEPa B TeYEHHE IIPUMEPHO 2 CEKVH], IpexXae 4eM
HaxXkaTh KHOIKY «IIyck». 4. Ecnu OymeT npenoxKeHo, Bbl AOI2KHE BBECTH [1aposb 0XKuaalomero Kiamda s
ycTaHOBJIeHHOr0 npunoxenuda PC Agent. 5. Arent IIK Temneps HaUYHET PETUCTPUPOBATDL JEUCTBUSA, KOTOPHIE BEI
BBEIITOJTHAETE Ha cBoeM IIK, a Takxke gencTBud, npoucxondinue B MHTepHeTe. 6. Korma PC Agent 3aKOHYHUT
3aIlMCh, BBl OJI2KHEI VBUIETh HOBHIM 3HAYOK Ha pabodyem crtoine. Eciim BaM HY2KHO 3arpy3uTh HOBYIO BEPCHIO,
IIPOCTO 3AIlyCTUTE IIPOrpaMMy X HaKMHUTE KHONKY «CkauaTh». [IpeumyiiecTsa ucmnonb3oBanuda PC Agent mia
CJIEXKKHU 3a AercTBusIMHU Apyra: PC Agent — OTIMYHBIM MHCTPYMEHT OJI HAOJMIOJeHNs 3a MeHCTBUSIMU APYyra, y
KOTOPOI'0 MOTYT BO3HUKHYThH IIPOOJIEMEI C €ro/ee KOMIILIOTEPOM. PETYISIPHEI MOHUTOPHUHT TaKUX OEMCTBUM
[IOMOKET IIPEeOOTBPaATUTh Oyayinye Ipo0eMbl U ITOKaXKeT BaM, UCIIOIb3YeT JIM Balll IPYT KOMIILIOTED [JIS Yero-To
elre, OJis 4ero, Kak OH yTBepXKaaeT, UCIoab3yeT ero. C nmomMoinsio PC Agent Bel MOKeTe 0e30macHO CJIEOUTh 3a
ero / ee IeNCTBUAMHU Ha KOMIILIOTEPE U OJaxXKe MPOBOOUTH MOUCK B HTepHETEe Balllero gpyra, TAuHO 3alKXChIBasd
ero / ee IMIPUBBIYKY IIPOCMOTPA, OOHAKO BaM He ClIeayeT UCII0JIb30BaTh 3TV IIPOrpaMMy Ha KOMIIBIOTEPE Balllero
npyra, Tak Kak OH / oHa OygeT uMeTh 0e3 mouaTtusd. [Ipogykt PC Agent BKIo4aeT B ce04:

What's New In?

Oco0eHHOCTH IPOAYKTa - Peanu3yeT 0onee 60 paciinpeHHBX GYHKIMY, BKIII04as 3alliCh BE0-CEaHCOB,
MOHUTOPHUHT Kellla, 3aXBaT N300pakKeHui 9KpaHa U PETUCTPaLMI0 JaHHHX Oydepa oOMeHa - 3arpyKaer
cobpanHyI0 nHPopManuio Ha FTP-cepBephl WK yYETHRIE 3alKCH 3JIEKTPOHHOM IIOYTH - HacTpauBaeT 11e1eByIo
MAaIlIMHY U IIpefsiaraeT 3allyiTy IIapojieM OKHa ee KoHpUurypamnuu - [logmepxusaeT Unicode CUMBOJIHI,
Pa3IWYHBIE PACKIIAJKH KJIaBUATYPHl ¥ MIMPOKUU CIIEKTP SI3BIKOB - 3alIMCHIBAET JIOTHHEI, Tapoau, 0ydep oOMeHa 1
3anucu 0ydepa oOMeHa, IeTYKN MBIIIN ¥ HaXKaTHs KJIaBUII, a TaKXKe IMOCEMeHHBIe BeO-CTPaHuILl 1 JaHHEIE,
XpaHsmyecs B Be0-popmax 1 0a3ax maHHBIX - [logmepKuBaeT CHUMKHY 3KpaHa C yOaJleHHBIX BeO-KaMep, [elaeT
IOJIHASI KCTOPHUS COCTOSHUS IINUTAHUS CUCTEMEI, COXPAaHEHHEIE (Daujibl, BEO-IPUII0KEHUS U JIOTUHBI —
IOOepKMBAET COXpPaHEHNE apXyBa B JIOKaJIbHbIE (Pauibl ¥ 3arpy3Ky Ha FTP-cepBeprl ¥ yYeTHHIE 3allUCH
3JIEKTPOHHOM IIOYTH — IMHUQPPYeT Parabl ¥ MOXKET OTHPABIISATE COOpaHHBIE (DAMIIEI II0 3JIEKTPOHHOM MOYTE Ha
yKa3aHHBIE afgpeca 3JeKTPOHHOHU IIOYTH — IIOAOEePKUBaAET Be0-CECCHUI0, BEO-IIPUIIOKEHNE U 3alliC MTHOBEHHBIX
cooOmmeHu O ciaenyionux Opay3epoB: Internet Explorer, Google Chrome, Mozilla Firefox, Opera, Maxthon u
naxke Be0-Kamepsl Mote — o0xogut OpaHaMaysp Windows u MOXKET PETHCTPUPOBATh BEO-CTPAHMUIIH,
nocemenHble IE 6, 7, 8, 9 u 10 — ornuyno paboTaeT ¢ Windows Vista, 7, 8 1 8.1 — pacluupeHHbIE TapaMeTPhHI
(bunbTpalnuy, 3alJIaHUPOBaHHAS 3alllCh 1 3arpy3Ka, BO30OHOBIEHHE TIOCJIE IIepe3arpy3Ku CUCTEMEBI I MHOT0€
npyroe OCHOBHBIE XapaKTepUCTUKHU areHTa 014 [1K: - [IpocToTa YyCTaHOBKY U YOaJIeHU, IIPOIEeCC YCTAHOBKHU
YIIPABIISIETCS C IIOMOIIBIO0 yOOOHOTr0o MacTepa - C 3aluTou MapojieM OKHa KOHPUrypauuu - YOoOHBI OCHOBHOU
MHTEePQENC C OKHaMU CO CKHHAaMHU Ha 10001 BKYC - OOpabaTriBaeT cuMBOJIE Unicode, HECKOIBKO PacKiaagoK
KiaBUaTypH U [IIupokui BEIOOP S3BIKOB. HacTpanBaeT 1e1eByI0 MalIMHY U IpeajaraeT 3allluTy IIapojieM OKHa
ee KOH(pUrypaiuu. BkiiodaeT B ce0s pa3nuyHbe PUIBTPHI, ITI03BOISIONINE I0JIh30BATENI0 YKA3kIBaTh KATETrOPUU
PETUCTPUPYEMEBIX 371eMEHTOB. BeO-ceaHC, BEO-IPUIIOKEHNE U 3alIMCU MTHOBEHHEBIX COOOIIEHNH [ CIIeOYIOIINX
Opay3epos. : Internet Explorer, Google Chrome, Mozilla Firefox, Opera, Maxthon u gaxxe ymaneHHEBIE BeO-
KaMeprl. O0xoauT OpanaMayap Windows 1 MOXKET PeTHCTPUPOBATh BeO-CcTpaHulbl, mocemenHuie [E 6, 7, 8, 9 u
10. rcTOpUS COCTOSIHUS MUTAHUS, COXPaHEHHEIE (haljibl, BEO-IPUIIOKEHHUS U JIOTUHBI — IIOAOEPKUBAET
COXpaHeHte apXuBa B JIOKaJIbHEIE (hauJibl ¥ 3arpy3Ky Ha FIP-cepBephl 1 y4eTHBIE 3allMCH 3JIEKTPOHHOU IIOYTHl —



mu@pyeT Gpaiabl ¥ MOXKET OTIPABIAThL COOPaHHBEIE JaHHEBIE 110 3JIEKTPOHHOM IMOYTe. (haiijIbl Ha YKa3aHHBIE
ampeca 3JIEKTPOHHOU IIOYTH - [lomaepKuBaeT 3alKCh Be0-CeaHCOB, BEO-IIPUIIOKEHNN 1 MTHOBEHHBIX COOOIIIeHUN
miIs crnepyronux Opay3epos: Internet Explorer, Google Chrome, Mozilla Firefox, Opera, Maxthon u gaxe

yOaJleHHBIX BeO-KaMmep - O0xoguT OpanaMaysp Windows u MOXKeT peruCTpupoBaTh IIOCEIIEHHBIE BEO-CTPAHUIIEI
oT IE ©



System Requirements For PC Agent:

Munaumym: OC: Windows 7 (64-O0utHas) IIponeccop: Intel Core 2 Duo E8400 ¢ TakToBou yactotou 2,80 I'T1
(2,93 I'T1 B pexkume Turbo Boost) OnepatuBHasa namMaTk: 2 I'b 2ZKectkuu guck: 13 I'b cBobomuo ['paduka: Intel
GMA X4500 (2-ro nokonenus) DirectX: Bepcus 10 Pekomenayemeie: OC: Windows 7 (64-OutHas) IIpoieccop:
Intel Core 13-560 OnepatuBHasa namMaTk: 4 I'b 2Kectkun guck: 13 I'b cBoboguo I'paduka: NVIDIA GTS



